   BEGIN

     --- This is where Antigone or other policy specifications can be

     --- added

     GroupToken ::=

         CHOICE {

             gsakmp Token
         }

     --- GSAKMP Policy Token

     --- The Token consists of a tokenID, authorization field, access control field, cryptographic mechanisms field, and the token signature block.

     Token ::=

         SEQUENCE {

             tokenID TokenID,

             authorization Authorization,

             accessControl AccessControl,

             mechanisms Mechanisms,

             signatureBlock SignatureBlock
         }

     --- 1st Level Token Fields

     --- The TokenID field contains the token version number, the

     --- protocol using the token (GSAKMP), the identifier of the group,

     --- and a timestamp indicating when the token was signed.

     TokenID ::=

         SEQUENCE {

             version VersionType,

             protocol ProtocolGroupname,

             timestamp LifeDate
         }

     --- The Authorization Field contains information relating to the

     --- group owner and who may act in the roles of key servers and

     --- rekey controllers.

     Authorization ::=

         SEQUENCE {

             groupOwner CertInfo,

             gCKS AuthRoles,

             rekeyCont AuthRoles
         }

     --- The Access Control Field contains the rules and name constraints of group members

     AccessControl ::=

         SEQUENCE {

             permissions Permissions,

             access AuthRoles
         }

     --- The Mechanisms Field describes the security associations used

     --- for different aspects of group communications.  The Mechanisms

     --- field consists of an application security association covering

     --- the data communications between group members (GKM-BB Type-3

     --- SAs), a unicast security association for initial key and token

     --- download, key management security association for the

     --- protection of key management messages, and a bypass security

     --- association for allowing certain key management messages to

     --- pass through a system without cryptographic protection.

     Mechanisms ::=

         SEQUENCE {

             dataComm AppSA,

             unicast UnicastSA,

             groupManagement GSAKMP-SA
         }

     --- The signature block corresponds to the data associated with the

     --- authentication of the policy token.

     SignatureBlock ::=

         SEQUENCE {

             sigInfo SigInfo,

             sigData SigData
         }

     --- Mechanisms subfields

     --- The Application SA is a sequence of SAs where the key is

     --- preplaced (distributed via GSAKMP).

     AppSA ::=

         SEQUENCE {

             sPI  INTEGER,

             appl Appl
         }

     Appl ::=

         SEQUENCE OF SecurityAssociation (

             WITH COMPONENTS {

                   -- ...,

                   keyCreationMethod --- (GsaKmp)

             }

         )

     --- The Unicast Security association supports the security of new

     --- member join exchanges

     UnicastSA ::=

         SEQUENCE{

             peer UniSA,

             gsa JoinMechs
         }

     UniSA ::=

         SecurityAssociation (

             WITH COMPONENTS {

                 --- ...,

                 keyCreationMethod --- (IkeInfo)

             }

         )

     JoinMechs ::=

         SEQUENCE{

             keyEncrAlg GSAEncrAlg,

             keyCreationMeth  GSAKMPInfo,

             sigAlg SignatureAlgorithm
         }

     --- The GSAKMP-SA specifies the security requirements for GSAKMP

     --- messages.

     GSAKMP-SA ::=

         SEQUENCE {

             --- This corresponds to the algorithm used to protect key

             --- download and CR keys

             keyEncAlg GSAEncrAlg,

             --- Method that GSAKMP uses to rekey GTEK sigInfo SigInfo

             rekeyMethod RekeyMethod,

             dataChannel MsgSA
         }

     MsgSA ::=

         SEQUENCE {

             rekey RekeyBypassSA
         }

     --- The ByPass-SA specifies a method of sending out messages

     --- without the security protection of the existing key management

     --- or application SA.

     RekeyBypassSA ::=

         CHOICE {

             ipByPass IPByPass-SA
         }

     -- IPsec Bypass. Only bypasses should specify source ports

     IPByPass-SA ::=

         SEQUENCE {

             secProtocolID SecProtocolID (0),

             direction ProcessingDirection,

             selectors ByPassSelectors,

             sigInfo SigInfo
         }

     --- subtypes

     SecurityAssociation ::=

         SEQUENCE {

             secProtocol SecProtocol,

             keyLength INTEGER OPTIONAL,

             keyCreationMethod KeyCreationMethod,

             groupSrcAuth GroupSrcAuth OPTIONAL

         }

     SecProtocol ::=

         CHOICE {

             aH [0] AHInfo,

             eSP [1] ESPInfo,

             ipSecNone [2] BypassInfo
             --- Note:  S/MIME and other apps can be added here

         }

     --- Information specific to IPsec Authentication Header SAs

     AHInfo ::=

         SEQUENCE {

             --- AH, corresponds to IPsec Protocol ID (sec. 4.4.1, DOI)

             secProtocolID SecProtocolID (2),

             direction ProcessingDirection,

             aHAlgorithm AHAlgorithm,

             encapsulationMode Mode,

             sALife IPLife,

             selectors IPSelectors
         }

     --- Information specific to IPsec Encapsulation Payload SAs

     ESPInfo ::=

         SEQUENCE {

             secProtocolID SecProtocolID (3), --- ESP

             direction ProcessingDirection,

             eSPAlgorithm ESPAlgorithm,

             eSPAuthentication ESPAuth,

             encapsulationMode Mode,

             sALife IPLife,

             selectors IPSelectors
         }

     BypassInfo ::=

         SEQUENCE{

             secProtocolID SecProtocolID (0),

             direction ProcessingDirection,

             selectors ByPassSelectors
         }

     SecProtocolID ::= ENUMERATED { ipSecNone(0), ah(2), esp(3),

                                    gsakmp(4) }

     ProcessingDirection ::= ENUMERATED { incoming(1), outgoing(2) }

     --- IPsec Mode: tunnel or transport

     Mode ::= ENUMERATED {tunnel(1),  transport(2)}

     AHAlgorithm ::= ENUMERATED { ah-md5(2), ah-sha(3), ah-des(4) }

     --- DOI p. 10

     ESPAlgorithm ::= ENUMERATED { esp-des-iv64(1), esp-des(2) }

     --- DOI p. 14

     ESPAuth ::= ENUMERATED { hmac-md5(1), hmac-sha(2), des-mac(3),

                                           kpdk(4) }

     KeyDownloadAlgorithm ::= ENUMERATED { none(0), des-ecb(1),

                                           des3-ecb(2) }

     KeyCreationMethod  ::=

         CHOICE {

             auto [0] GsaKmp,

             ikeStuff [1] IKEInfo,

             gsaJoin [2] GSAKMPInfo
         }

     GsaKmp ::= INTEGER (1)

     GSAKMPInfo ::=

         CHOICE{

             dh DHInfo
         }

     DHInfo::=

         SEQUENCE {

             exch KeyExchange (1),

             n INTEGER,

             g INTEGER

         }

     KeyExchange ::= ENUMERATED { dh(1) }

     RekeyMethod ::= ENUMERATED{ none(0), lkh(1), oft(2) }

     GroupSrcAuth ::= ENUMERATED{ none(0) }

     -- Cryptoperiod

     LifeType ::= ENUMERATED { seconds(1), kilobytes(2), date(3) }

     Time ::=

         SEQUENCE {

             lifeType LifeType (1),

             lifeTime INTEGER

         }

     Bytes ::=

         SEQUENCE {

             lifeType LifeType (2),

             lifeLength INTEGER

         }

     Date ::=

         SEQUENCE {

             lifeType LifeType(3),

             lifeDate LifeDate
         }

     LifeDate ::=

         CHOICE {

             gt [0] GeneralizedTime,

             utc [1] UTCTime
         }

     IPLife ::=

         CHOICE {

             time [0] Time,

             bytes [1] Bytes

         }

     Selectors ::=

         SEQUENCE {

             srcAddr IPAddress,

             dstAddr IPAddress,

             destPort INTEGER OPTIONAL,

             groupID GroupName OPTIONAL, -- From RFC 2459

             secLabel SecLabel OPTIONAL

         }

     ByPassSelectors ::= Selectors (

        WITH COMPONENTS {à, groupID ABSENT})

     IPAddress ::= OCTETSTRING(SIZE(4))

     GroupName ::=

         SEQUENCE {

             addrProt Ipv4 OPTIONAL,

             mAddr IPAddress,

             num INTEGER,

             srcAddr IPAddress OPTIONAL

         }

     Ipv4 ::= GeneralString ( "IPv4" )

     GSAEncrAlg ::= ENUMERATED{ none(0), des-ebc(1), triple-des-ecb(2) }

     SigInfo ::=

         SEQUENCE {

             sigAlg SignatureAlgorithm,

             hash HashAlg
         }

     AuthRoles ::= SET OF CertInfo
     SignatureAlgorithm ::= ENUMERATED{ dss(1) }

     PkiInfo ::=

         SEQUENCE {

             certType CertType,

             keyLength INTEGER,

             rootCA Roots
         }

     CertType ::= ENUMERATED{ x-509v3-dss-sha1(1), x-509v3-rsa-md5(2),

                              x-509v3-rsa-sha1(3), spki(4) }

     Roots ::=

         SEQUENCE {

             sPKI SPKIroots,

             x509 X509roots
         }

     SPKIroots ::= SET OF GeneralString

     X509roots ::= SET OF PQDN

     CertInfo ::=

         SEQUENCE {

             subject CertNames,

             serial INTEGER OPTIONAL,

             pki PkiInfo
         }

     SigData ::= OCTET STRING

     VersionType ::= GeneralString ( "GSAKMPv1.0" )

     ProtocolGroupname ::=

         CHOICE {

             multi IPMulticast
         }

     IPMulticast ::= GroupName
     AccessList ::= SET OF PQDN

     --- This can be expanded and mapped to a particular context

     Permissions ::=

         CHOICE{

             nullP [0] NullPermissions ,

             sparta [1] SpartaPermissions
         }

     NullPermissions ::= ENUMERATED{none(0)}

     SpartaPermissions ::= SET OF SpartaPermission
     SpartaPermission ::=

         ENUMERATED { none(0), employee(1), management(2), finance(3),

                      projectA(4), projectB(5), projectC(6),

                      projectD(7) }

     --- From RFC 2459 allowing wildcard "*" for attribute value

     PQDN ::= DistinguishedName

     CertNames ::=

         CHOICE{

             distn PQDN,

             altn IA5String,

             domain IA5String,

             address IPAddress
         }

     IKEInfo ::=

         SEQUENCE {

             iKE INTEGER(2),

             encrAlg IkeEncrAlg,

             hashAlg HashAlg,

             authMethod IkeAuthMeth,

             groupDesc IkeGroupDesc,

             groupType IkeGroupType,

             groupPrime INTEGER,

             groupGenOne INTEGER,

             groupGenTwo INTEGER,

             life IkeLifeType,

             prf IkePRF,

             keyLength INTEGER,

             fieldsize INTEGER

         }

     IkeEncrAlg ::=

         ENUMERATED { des-cbc(1), idea-cbc(2), bfish-cbc(3),

                      rc5-r16-b64-cbc(4), des3-cbc(5), cast-cbc(6) }

     HashAlg ::=

         ENUMERATED { md5(1), sha(2), tiger(3) }

     IkeAuthMeth ::=

         ENUMERATED { preshared(1), dss-sig(2), rsa-sig(3), encrsa(4),

                      revencrsa(5) }

     IkeGroupDesc ::= ENUMERATED { modp-768(1), modp-1024(2) }

     IkeGroupType ::= ENUMERATED { modp(1) }

     IkeLifeType ::= IPLife
     IkePRF ::= ENUMERATED{ none(0) }

   END

   ---------------------------------------------------------------------

---------------------------------------------------------------------------

